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I. Evolution of Malware

The use of malware to compromise computer 
systems has been a consistent part of the computer 
and network landscape for much of the past 20 
years.  The resulting battle among users who wish 
to secure their systems and invaders attempting 
to control these systems has never been greater 
than it is currently.  However, the methods of and 
motives for invasion have changed over time.

A. Motivations
We examined the effects of early computer 

viruses and asked some of the virus writers 
about their motivations. From their answers we 
determined a wide rationale range, including:

A) To make a political or social statement

B) To establish a name for themselves in the 
hacker community

C) To celebrate some person or event
D) To show software companies how their 

systems were flawed
E) To stick it to “the man”
F) Just because they could

The fi ght to reduce the risk of becoming a 
malware victim has been the driving force be-
hind a multi-billion dollar industry, which en-
compasses companies built around establishing 
security, fi rewalls, anti-virus software and anti-
spyware software.  Whereas traditional malware 
was designed to present an invader-instigated 
statement, most modern malware is being cre-
ated to exact fi nancial gain for the designers and 
controllers.  Malware encompasses many differ-
ent types of malicious programs, but the type that 
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has dwarfed most others over the past 3 years is 
the botnet.  Some of the old motivations still apply 
with botnets, but financial reward is the impetus 
that drives continued botnet development.[1]

II. Botnet terminology

To discuss methods of investigating botnets 
adequately, it is important to understand how these 
entities function on a basic level.  A bot is simply 
a single, remotely controllable and compromised 
computer, whereas a botnet is network of many 
bots.   Much like viruses, all botnets rely on infected 
hosts for their survival and replication, and include 
a mechanism for host control. Botnets range in 
size from small to large (over 100,000) armies 
of infected hosts.  The actual mechanism for 
host control varies, and there are indications that 
the control mechanism is shifting. However, the 
primary method used today involves the Internet 
Relay Chat (IRC) channels because they are easy 
to setup, manage and transport.  The downside of 
utilizing the IRC as a host-control method is that 
IRCs are often easy to identify, and can be restricted 
at the client or firewall level.  This is especially true 
of botnets that use the standard IRC port of 6667.  
Thus, botnet authors and controllers have begun 
to look for alternative methods of controlling 
their small armies of infected machines that can 
get around many of these client side software 
restriction policies or firewall policies.  Observed 
alternate control mechanisms include the use of 
HTTP and Peer to Peer (P2P) technologies that are 
constructed with architectures similar to those of 
Fastrack and Gnutella [2].

Botnet Control Methods
At a more granular level, individual clients re-

ceive commands in different ways.  Some bots are 
designed to poll a service at regular intervals.  This 
relies on the client checking to determine if new 
commands have been issued.  Another method is 
server-based, in which some service will push new 
commands down to listening bots.  Finally, the 
most common communication channel involves a 

constant or “always on” connection.  IRC bots typi-
cally fall into this latter category, and thus repre-
sent the majority of configurations.

III. Botnet Uses

The earliest bots were not designed to be 
malicious; they were designed to perform 
automated tasks such as maintaining ownership 
of channels, answering questions, distributing 
files or running games, such as trivia [3], in the IRC 
channels.  The malicious bots that have evolved 
into today’s botnets stem from the ideas behind 
the earlier IRC bots, and expand them to include 
malicious behavior.  Modern botnets are used for 
a wide range of purposes, including: 

Data Theft/Piracy – of, for example, Credit 1) 
Card numbers, usernames and passwords, 
product activation codes, product 
identification numbers, etc.

Spam/Phishing – Botnets allow spammers to 2) 
avoid many of the email blacklists that many 
spam filters use today, since the IP addresses 
of infected hosts are usually not included 
in these blacklists.  Phishers can also use 
botnets to send phishing e-mail that is not 
easily traced or to host phishing websites.

Fraud – Banner-clicking ad scams drive up 3) 
the number of perceived visits to websites.

File Distribution/Hosting – Potentially, 4) 
infected machines could be used to store 
illegal files (or small pieces of these 
files) such as child pornography, stolen 
applications, games, movies, etc.  They 
could also be used to distribute newer 
versions of the botnet software that has 
new functionality, or is used to stay ahead 
of anti-virus signatures.

DDOS attacks – These could be conducted 5) 
to extort money from businesses that 
cannot afford downtime, or to invade 
government or infrastructure websites and 
internet-connected hosts.[3]
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Botnet Payloads
In order for bots to be effective, the software 

that they infect must be able to act upon the com-
mands that are received.  The most basic function-
ality of botnet software is its ability to obtain com-
mands that are sent to it.  Most botnets, however, 
include much more flexible, and can be enhanced 
to include any of the following pieces of function-
ality:

A) DDOS attack capabilities – Often used to 
extort money from web site owners or to 
limit the ability of a site to communicate, 
such as political or social activism sites.

B) SMTP mail capabilities – Used to send spam 
and phishing e-mails rather than routing 
them through a traditional e-mail server.

C) File distribution functions – Used to update 
bots on a regular basis to stay a step ahead 
of anti-virus software.

D) Keystroke loggers - Used to capture 
information about the user of the 
machine, such as credit card information 
or usernames and passwords.

E) Spreading capabilities – Used to identify 
and infect additional computers to join the 
botnet network.

F) Internet speed testing – Used to identify 
machines that have a preferable connection 
to the internet and are capable of greater 
communication speeds.

G) Hiding/stealthing abilities – Used to hide 
themselves from computer users or to 
prevent a computer user from removing 
the malware.

H) Encryption – Used to obfuscate the network 
data stream in order to limit the ability of 
an investigator to examine what the botnet 
is doing.

IV. Botnet Binary Analysis

As with most malware programs, there are 
very few original botnet applications.  Only a few 

malware authors are skilled enough to write com-
puter code that can exploit known system vulner-
abilities.  From a single example of exploit code, 
dozens or even hundreds of others can modify the 
core program to suit their purposes.  Anti-virus 
companies typically add different suffixes to vary 
the same code, resulting in a complex schema of 
variations that are difficult or impossible to moni-
tor.  Currently, there are vast numbers of different 
bot families, most with some similarities, but each 
with a unique fingerprint of the author or copy-
cat offender.  Bot families include Agobot, Rbot, 
SDBot, Gaobot, Phatbot, RXBot and nuclearBot, 
and others within which reside many child bots or 
spinoffs of the original parent bot.  For example a 
parent bot may be labeled as Agobot.A, which may 
in turn have many copycat or child bots created 
from the original with different variations.  This 
may continue through Agobot.ZZ or even further.  
The benefit of these botnets falling within specific 
families is that they are easier to understand. If you 
understand how the original or parent bot oper-
ates, it becomes easier to understand the child 
bots and their variations from the original.

Most original bots are created using the C pro-
gramming language.  Another common charac-
teristic among botnets is that they can be mod-
ularized so that it is easier to include common 
payloads based on the needs of the botnet con-
troller.  In fact, some malware authors have simpli-
fied the process even further by creating Graphical 
User Interface (GUI)-based tools that can be used 
to build a custom bot program simply by clicking 
some checkboxes.

In order to analyze a botnet network, it is 
imperative that the user understands how botnets 
function.  A typical botnet is comprised of several 
components, each of which is a potential avenue 
of investigation.  The person creating the botnet 
is often referred to as the controller, herder or 
pimp.  An important botnet component is the 
control channel.  Control channels may be hosted 
on public or private IRC servers.  Many public IRC 
servers tend to ban known botnet participants 
from connecting to their servers; however it is 
easy to create new channels, thus the controller 
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may create a new channel on a new server or use 
a proxy so their IP address is different when they 
reconnect to the server.  The IRC channel is where 
the controller will issue commands to the infected 
hosts in their botnet. 

In order to make botnets highly mobile, DNS is 
often used with registered domain names, which the 
controller purchases.   For example, if the controller 
wants to have the bots point to a new command 
and control server, they need only to update the 
DNS record with the IP address of the new server.  
This is particularly useful when a suspected botnet 
herder gets banned from public IRC servers or their 
command and control server is taken offline.  Finally, 
the botnet must have a number of infected hosts.  
Each of these hosts runs the malware program.

V. Reverse Engineering Malware

There are two components of any botnet 
investigation.  First, there is the analysis of the 
malware itself, which includes examining the 
binary file for clues such as usernames, payloads, 
passwords and DNS names.  This investigative 
aspect may also include a run-time analysis 
to determine how the bot in question behaves 
when it is running.  The anti-virus vendors or the 
Norman Sandbox Center are often employed to 
conduct this procedure.  It is important to have 
a specially prepared system, or sandbox, if the 
investigation will include a runtime analysis of 
the malware. It should not be capable of infecting 
other hosts and should not be a system that is in 
use for anything other than testing malware.

The second component of any botnet 
investigation involves attempting to track 
sources, which entails identifying the DNS name 
registers, the IRC servers that are hosting the 
control channels, monitoring of botnet chatter 
and identifying the controller (ideally).

A. Static Code Analysis
Many tools are available for the static analysis 

of malicious code, some of which are simple, 
while others are very technical; some tools are 

free, and some are very expensive; some require 
significant effort on the part of the investigator 
and some automate a number of investigative 
tasks. The Hex editor WinHex (Softpedia, 
SoftNews NET SRL) is a popular tool for static 
analysis, although a simple text editor may be 
sufficient.  This communication is not intended 
to discuss all of the available tools, but rather to 
provide the information from different sources 
of evidence.  

Any discussion of static malware analysis 
requires that the examiner possesses a copy of 
the malware code in question.  This code typically 
constitutes a compiled binary file.  If the malware 
is in the form of a script, such as VBScript or 
JavaScript, then the analysis is relatively 
simple, since scripted programs can be read by 
anyone familiar with the specific programming 
language.  For binary code, the typical user will 
not have the source code, and most of the actual 
commands will not be readable, yet there may 
be portions that can yield clues as to its intent.  
The use of a binary decompiler is the most direct 
route to determining the function of the binary 
code. However decompilers require a strong 
programming background for use, and some 
malware may prevent the use of decompilers by 
encrypting the binary code. [5]

Even binary code often contains portions 
that are readable, such as the file header, and 
sometimes there are clear text references within 
the code itself, such as HTML code, password lists 
and references to IRC connection settings.  To 
view this information, certain tools are available, 
such as Strings.exe (http://www.microsoft.
com/technet/sysinternals/Miscellaneous/
Strings.mspx), which allows an examiner to 
quickly view ASCII characters strings of specified 
lengths.  This approach works well to extract 
plaintext information from a binary file rapidly.  
Figure 1 depicts a sample output from running 
Strings.exe. Notably, there are several pieces of 
information that may be useful to the examiner, 
such as IP addresses, names, passwords and bot 
capabilities. [6]
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A password may be contained in the data 
returned from the strings.exe tool.  Although the 
password may not be obvious, this output could be 
useful if it is necessary to build a dictionary file to 
follow a password.

Programmers that wish to minimize the size 
of a program package often rely on compression 
utilities.  These compression tools are similar to a zip 
program, but allow the program to execute.  Utilities 
that do this are known as packers.  A packer, used 
for legitimate purposes, decreases the size of the 
program.  Additionally, packers decrease program 
size of malware, but they also obfuscate data within 
the binary, and can limit the abilities of a decompiler.  
The latter function is especially true if the packing 
utility is combined with an encryption utility.  This 
combination makes reverse engineering of malware 
more difficult.  One aspect of binary analysis that is 
hindered is the effectiveness of tools like strings.
exe, since all of the clear text data in the file becomes 
unreadable and possibly unencrypted until the file is 
unpacked.  The only data that remains uncorrupted 
is the file header information from which one can 

identify the file type (i.e. MZ for executables), and 
perhaps the tool that was used to pack and/or 
encrypt the binary file.  If an uncommon packing 
utility was utilized, the unpacking task becomes 
more difficult.  In some cases, public unpacking 
utilities are unavailable. [7]

B. Compromised System Analysis
If there is suspicion that a system has been 

compromised, it is important to understand all of 
the associated malware programs.  One method of 
identifying the involved malware and associated 
supporting programs is to identify those processes 
and services that are configured to launch 
automatically when the machine is booted, or when 
a user logs on to the system.  Many people think 
of malware as being a single malicious program.  
While this potential does exist, there are typically 
multiple programs associated with the core piece 
of botnet malware, which is necessarily modular 
in its design to render custom applications.   This 
modularity generally does not require additional 
support files, since these become part of the 

Figure 1
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single compiled malware binary.  The supporting 
files that are associated frequently with botnets 
are either for modules not otherwise available, 
hacking tools like pwdump.exe [8] and netcat 
[9] (nc.exe) or they are designed to protect the 
malware from detection or deletion.  Associated 
files that protect against detection are often 
kernel- or user-mode rootkits.  Some rootkits 
actively hide specific files, as well as registry and 
port data.  Other rootkits simply disable tools that 
are meant to identify malware, such as anti-virus 
software, task manager, Regedit [10] and WinMSD 
[11].  A rootkit on a system infers that nothing 
on that system can be trusted.  The best way of 
managing this situation is to perform an offline 
analysis of the hard drive from a known clean 
system that is not running the rootkit.

Another set of tools that has been observed 
in botnets is known as keep-alive processes or 
services.  The sole job of keep-alive programs is 

to ensure that the malware is quietly placed back 
on the system and launched again if it has been 
deleted.  These keep-alive programs generally 
run as services so that they are started at boot 
time.  They then do checks at regular intervals 
to confirm that the malware is still running.  The 
keep-alive function only kicks in if the service 
discovers that the malware is no longer running, 
or that it has been tampered with (i.e. replaced 
by another program by the same name).

If no rootkit is involved to actively hide mali-
cious processes or services, then a quick method 
of identifying the infecting malware is to iden-
tify which programs and services are configured 
to start automatically, as well as the path from 
which they are starting.  Because of how bot-
nets are used, their presence on a system tends 
to go unnoticed, which is usually the intent of 
the botnet software author.  One good tool for 
identifying many of the startup locations is the 

Figure 2
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Autoruns tool (http://www.microsoft.com/tech-
net/sysinternals/utilities/Autoruns.mspx; Fig. 2).  
This tool is extensive and identifies most of the lo-
cations on a Windows system wherein programs or 
services start automatically.  Autoruns tools iden-
tify all common start locations, with the exception 
of  applications that are launched by other applica-
tions or services.  

Another benefit of this tool is that it can hide 
known entries of Microsoft startup programs based 
on hash values.  Thus, it only lists 3rd party startup 
processes and services.  This tool also shows the 
full path to the executable.  

Two additional methods that malware authors 
use to disguise their programs is to bestow the 
malware with seemingly legitimate names with slight 
variations of known legitimate programs, or provide 
the malware the same name as a known legitimate 
program, but run it out of an alternate folder. A 
common example of this naming schema takes 
advantage of the Microsoft Service Host Process 
(svchost.exe), and the fact that it is not uncommon 
to see multiple threads of this tool running in the 
Windows Task Manager utility.  Many examples have 
arisen in which the malware is named scvhost.exe 
or some variation therein (e.g. svhost.exe), which 
might be overlooked upon quick examination of the 
Task Manager.  More sophisticated malware authors 
may bestow their program with the exact name (e.g. 
svchost.exe), but will run it from an alternate path, 
such as C:\Windows\system32\drivers instead of 
the actual path of C:\Windows\system32.  Another 
popular path uses protected folders with reserved 
names, making it more difficult to access and view 
files (e.g. C:\RECYCLER\<SID Identifier>\com1).   
Folders with reserved names like com1, lpt1 and 
aux are more difficult to traverse, particularly when 
they are contained within a protected folder such 
as RECYCLER or SYSTEM VOLUME INFORMATION, 
which normally enables only System access and 
not Administrator access.  The Task Manager does 
not display the full path to the executable, making 
it difficult to know if malware is included among 
the listed entries.  Thus, the value of tools such as 
Autoruns becomes evident since they display full 
paths.

Note: The use of reserved name folders or 

embedding files in protected folders is a common 

practice among hackers that use rootkits to hide 

their tools and files.  An offline analysis should 

always be performed if you find data in these 

paths.

C. Runtime Code Analysis
Many bots cannot be analyzed completely 

through a static examination of the malware 
binary.  This is particularly true in cases where 
uncommon packers and encryption have been 
used to obfuscate the binary itself.  To collect 
additional information about the behavior of 
the malware, it may be necessary to execute the 
malware to observe what actions take place on 
the victim system, such as file system changes, 
registry changes and network activity.  In the case 
of botnets, it is particularly helpful to identify 
such network information as the location of the 
bot connection to receive commands, as well 
as any usernames, handles, IRC channels and 
passwords. [12]

No attempt should be made to run a malicious 
executable unless a system has been prepared ad-
equately.  Such preparation is referred to as ex-
ecuting within a sandbox.  The sandbox system 
should not be a production machine that is used 
for other purposes, nor should it be connected 
to the local network.  The general idea is to ex-
ecute the malware within a controlled environment 
in which it will not affect other systems, and the 
sandbox system can be formatted and reinstalled 
after the execution of the malware.   Additionally, 
the sandbox system should not be patched or run-
ning anti-virus software, as this activity may affect 
the result of the examination.  Virtual Machines 
have proven to be quite popular as sandbox sys-
tems because they are easy to secure and restore 
once testing is complete. [13]  It should be noted, 
however, that malware can be configured to be-
have differently on a virtual machine than it does 
on a regular system, and that a malware author 
can easily perform a check to determine on which 
platform the malware is running. 
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Because investigators are interested in watching 
for changes to the file system, registry and network 
activity, they should utilize comprehensive tools 
that operate in real-time.   Regmon [14] and 
Filemon [15] are effective for monitoring file system 
and registry changes. Both of these tools operate in 
essentially the same manner, to record changes to 
the file system and registry as they occur.  It should 
be noted, however, that even if they only collect data 
for a very short period of time, the logs can grow to 
be very large.  Because of this volume expansion, the 
manufacturers recommend that the user minimize 
the amount of tool run-time.  The capture should 
be initiated immediately before executing the 
malware, and the tools should be halted as soon 
as sufficient data have been collected.  Filtering can 
then be used to narrow down the logs to just the 
specific activities of the malware.

For network activity, there are a few tools to 
consider.  The Windows operating system includes 
the netstat [16] utility.  This tool can display 
information for active ports such as which ports 
are currently listening or have an established 
connection, their process ID number, and the local 
and remote IP addresses involved.  To use the tool, 
open a command line and type netstat–ano. A more 
comprehensive tool is the FPort tool (Foundstone, 
Inc.,  http://www.foundstone.com/us/resources/
proddesc/fport.htm).  This tool is similar to netstat, 
but it also includes the full path to the application 
that opens the port, a feature that is particularly 
valuable when the malware is using a name that is 
the same as a legitimate application, but running 
it out of an alternative location.  One other tool 
for viewing ports and network connections is 
the TCPView tool (Microsoft, Inc.,  http://www.
microsoft.com/technet/sysinternals/Utilities/
TcpView.mspx).  TCPView has some similarities 
to netstat and FPort, however, TCPView uses GUI 
interfaces and is updated dynamically to display 
connected and unconnected endpoints.  Netstat 
and FPort only display a static list of open ports 
at the time the tool is run.   Because TCPView is 
updated dynamically, it will not capture just this 
snapshot view of the network activity.  Each tool 
has its particular strengths and weaknesses, 

requiring the examiner to evaluate the plethora of 
available tools to collect information relevant to 
the investigation. 

To capture the full data packets, a packet-cap-
ture tool such as Netmon 3.1[17] or WireShark [18] 
(formerly Ethereal), should be used.  The buffer 
should be configured to enable full capture with-
out any overwriting of the logs.  As with the File-
mon and Regmon tools, the network activity logs 
can grow quickly.  In general there are not as many 
entries as there are with the file system or registry 
tools, but filtering can be used to get a quick pic-
ture of what network activity was taking place.

The challenge to using such Network Analysis 
tools as Netmon or WireShark is that if the sandbox 
system does not have internet access, the logs 
will have limited value. This is because with most 
botnet malware the first step is to do DNS name 
resolution of the control channel.  If this task fails, 
the bot will not continue and will not try to contact 
the IRC channel, since DNS name resolution failed, 
requiring that the sandbox system has internet 
access at least long enough to do the network 
capture.

VI. Key Pieces of Evidence / Identifying 
Suspects

With the static and runtime analysis complete 
and logs generated, there will likely be some 
components that contain more valuable information 
and evidence than others.  Specifically, the data 
that one attempts to obtain will include:

A) Command and Control Server (DNS names 
and/or IP address)

B) IRC Control Channels
C) Usernames/Aliases
D) Passwords (both for servers and IRC 

channels)
E) Organization names
F) Digital Fingerprints (such as a handle that 

the botnet author goes by which might 
be identifiable by cross-referencing the 
handle against other locations)
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G) Data Collection Server IP addresses (if 
the botnet is configured to steal data)

H) DNS or Dynamic DNS provider
I) Name Registrar where domain names 

were purchased
J) ISP of Control Channel servers, DNS serv-

ers, webhosts or any other system that 
can be controlled by the malware author

VII. Challenges

Botnet malware presents a unique challenge 
when trying to identify potential and actual be-
havior on infected machines. Moreover, because 
bots maintain an active control mechanism, the 
investigation should attempt to identify the per-
son or organization behind the botnet.  When 
money is a motivator for botnet infection, many 
of the botnet controllers will often take ex-
tra precautions to avoid being identified and 
caught.  The following examples showcase some 
challenges that botnet investigators face and will 
likely have to overcome:  

Botnet operators will often use publicly 1) 
and freely available resources.  
Botnet operators often go through one 2) 
or more relays before connecting to the 
botnet control channels in order to mask 
their own IP address.  
Working across jurisdictional and interna-3) 
tional boundaries can also present a chal-
lenge to find the appropriate counterpart 
with which to work.

Another challenge has to do with the archi-
tecture of botnets in general. The use of Dynamic 
DNS means that when botnets are dismantled, all 
components must be deconstructed simultane-
ously, otherwise the botnet controller can simply 
move their botnet and bring it back online in a 
very short period of time.  This dismantling ef-
fort requires that:

The Command and Control server be 1) 
prevented from issuing additional 
commands.

DNS registration be stopped so that DNS 2) 
cannot be configured to point elsewhere.  
Domain name registration be frozen so 3) 
that the botnet controller cannot point to 
new DNS servers.

This list does not take into consideration 
the fact that even if the botnet is dismantled 
successfully, a new infection by the same au-
thor can recur. Thus, the botnet author must be 
identified and captured to prevent them from 
modifying their bot even slightly build a new 
botnet army.

VII. Summary

Investigating botnets can be a time consuming 
and involved process that often requires special-
ized knowledge and skills.  The successful botnet 
investigator must understand how to reverse-
engineer malware, and s/he must know how DNS 
works, how IRC operates and how to investigate 
internet-based criminal activities.  The investi-
gator must also employ traditional investigative 
work, such as looking for motives and following 
money trails.   Most crimes involving botnets are 
traditional, and have been perpetrated for a long 
time.  Criminals are using technology more and 
more as a medium for perpetuating their crimes; 
thus responsibility falls on investigators to learn 
how technology works and understand how to 
follow the digital clues to track down and stop 
these criminals.
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